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Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

Introduction 

For many years the Windows PC has remained unchallenged as the 
dominant vehicle for delivery of the enterprise desktop. But in recent times 
several factors have come together to give rise to a promising alternative. 
The factors include: the rising performance of servers, the capacity and 
throughput of networked storage, the increasing speed of networks, and the 
arrival of virtualization technology. 

The new approach is called “virtual desktop infrastructure”, and it promises 
to help: 

• Increase the security of the desktop infrastructure to ensure sensitive data is protected. 

• Reduce the operating costs of running the desktop real estate. 

• Be more agile in delivery of IT services to the people that need them. 

• Allow employees to use their own devices. 

Oracle Virtual Desktop Infrastructure software is data center technology 
designed to deliver server-hosted virtual desktops to a range of devices. It 
is designed for large organizations or cloud computing vendors who need to 
provide managed, secure, ubiquitous access to enterprise desktops. 

In this paper we’ll discuss a design proposal to host and deliver Windows 7 
virtual desktops to 500, 1000, and 1500 users based on Oracle technology. 
We will discuss the high level architecture, explain capacity planning and 
discuss design decisions, before suggesting some final performance 
optimizations. 
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Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

Design Goals 

Let’s firstly list our design goals: 

Our primary goal in this paper is to design a virtual desktop infrastructure deployment that can 
deliver our target Windows 7 desktop standard operating environment to our population of users. 
The specification of our target desktop is 

WORKLOAD DESCRIPTION 

Virtual hardware 1 GB RAM 

1 vCPU 

64 MB Video adaptor RAM 

USB 2.0 

Intel High Definition Audio 

Operating system Windows 7 (32-bit) 

Application set Oracle Enterprise Applications e.g. Siebel CRM, E-

Business Suite 

Other design goals are: 

Designing for Application Compatibility 

Virtual desktops can be provided using two approaches: 
•	 Full PC virtualization – using virtualization technology such as Oracle VM VirtualBox, 

VMware Infrastructure 3 or vSphere, and Microsoft Hyper-V technology in Windows Server 
2008 R2. 

•	 User session virtualization – using Microsoft Remote Desktop Services (included with 
Windows Server 2008 R2) or Microsoft Terminal Services (included with Windows Server 
2003). 

Oracle Virtual Desktop Infrastructure can support both approaches but, for the purposes of this 
paper and to deliver our Windows 7 virtual desktop we shall use Oracle VM VirtualBox, which is 
included as part of Oracle Virtual Desktop Infrastructure. Note that virtualizing the full hardware 
environment of a Windows 7 PC may be more resource hungry than simply virtualizing the user 
session, but it does provide a fully authentic Windows desktop ensuring complete application 
compatibility. 

Designing for Scalability 

We will build into the design the concept of 500 user building blocks which can be added together 
to grow the deployment. 

Designing for High Availability 

By moving the user’s desktop environment into the data center, a degree of additional robustness 
is inherited from running on data center class hardware when compared with desktop PCs. But we 
must also design our system to be resilient and cope with potential outages at every point. 
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Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

LAYER REQUIREMENT 

Storage Protect against disk failures 

Protect against storage controller failures 

Server tiers Accommodate server outage 

Networking Protect against switch outage 

Designing for Security 

We would like our users to be able to work from anywhere, both on the corporate network and off 
it. Therefore, we should look to separate the front-end network on which the clients live, from the 
back-end network where the virtual desktops live. 

Designing for Homogeneity 

We should look to adopt a standard bill of materials in the specification of server hardware, where 
possible. This has been shown to reduce operational data center costs and provides administrators 
with flexibility to re-purpose server hardware should they need to do so. 

Designing for Performance 

Factors governing overall performance of a virtual desktop include available server memory, 
numbers of available server cores, the number of IOPS the storage can deliver and the speed of 
the network joining all the components together. The table below describes the requirements for 
good performance for different profiles of users. 

WINDOWS 7 DESKTOP RESOURCES PER USER MEMORY VMS/CORE VM'S/SPINDLE IOPS/USER 

POWER USER 2048 6 10 20 

KNOWLEDGE WORKER 1536 9 20 10 

TASK WORKER 1024 12 40 5 
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Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

Architectural Overview 

Logical Architecture 

Oracle Virtual Desktop Infrastructure has the following logical architecture: 

Storage tier 

Virtualization tier 

Session 
management tier 

Client tier 

Data center 

The function of each tier is as follows: 

MAIN COMPONENTS OF A VIRTUAL DESKTOP INFRASTRUCTURE DEPLOYMENT 

FUNCTIONAL COMPONENT ROLE 

The Client The component that runs on the user’s chosen client device. This is responsible for the 

display and user interaction with the remote virtual desktop. This may be an application that 

runs on existing hardware (PC, Mac, iPad, etc.) or a built-for-purpose device such as a Sun 

Ray Clients. 

The Session Manager This layer connects users to virtual desktops. It handles: 

• Authentication of the user; 

• Assignment of a virtual desktop(s) to a user; 

• Orchestrating the virtual desktop lifecycle; 

• Providing remote access to the virtual desktop; 

• Administration tools and services. 
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Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

Desktop Virtualization The platform on which the virtual desktop operating system runs. Desktops may be 

Platform delivered using: 

• Virtual machine technology, such as running Windows 7 in a VM; or 

• Virtual user sessions e.g. Windows Server 2008 with Remote Desktop Services. 

Storage The layer that manages the storage requirements of the system. Storage is required for: 

• Virtual hard drives of the virtual machines; 

• Personal hard drives; 

• Templates and snapshots; 

• Saved states of suspended virtual machines. 

In this paper we will use the following Oracle stack of technologies: 

LAYER 

Client Sun Ray Clients, Windows PCs, Mac OS X, tablet devices 

such as the Apple iPad. 

Session management tier Oracle Virtual Desktop Infrastructure running on Sun x86 

Servers 

Virtualization tier Oracle VM VirtualBox running on Sun x86 Servers 

Storage tier Sun ZFS Storage Appliances 
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Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

Capacity Planning 

Sizing the Virtualization Layer 

Calculating Total Memory Requirements for Virtualization 

Oracle VM VirtualBox has a base memory requirement of around 1024MB in a VDI deployment. 
In addition, there is a per-desktop requirement which is proportional to the size of the VM. A 
guideline 20% of VM memory size for hypervisor housekeeping is a safe, if cautious, number. 

These figures result in a calculation of memory requirements for our 500 users building block as 
follows: 

Memory required = 1024MB + number of desktops * memory size of the VM *1.2 

Memory required = 1024MB + 500 * 1024MB * 1.2 

Memory required = ~600GB 

Calculating Total CPU Requirements for Virtualization 

When calculating the CPU requirements, the key resource is the number of cores available to the 
hypervisor to schedule the guest threads. Experience has shown that 10-15 virtual machines 
(VMs)/core is easily achievable with modern server CPU architectures and so the calculation of 
CPU requirements for our 500 users is as follows: 

Cores required = number of VMs/12 

Cores required = 500/12 

Core required = ~40 cores 

Hardware Choice for Virtualization 

We now need to choose the servers that, when combined, will provide the calculated RAM and 
CPU capability. 

Factors influencing choice include heat, space, power considerations, built-in NIC capability, as 
well as more strategic factors such as the attitude to the impact of catastrophic failure of a server. 
For example, a large number of small servers would impact less running users, than fewer large 
servers hosting many more desktops per node. 

In our design we have settled on the Oracle Sun X4170 M2 server range. These are space efficient 
1 Rack Unit high, yet can be populated, at the time of writing, with up to a maximum of 144GB 
RAM and Intel CPUs providing up to 12 cores. Our n+1 resilience model requires that we add an 
extra server to cater for failure of another node. 

In this configuration we would need: 

Sun Fire X4170 M2 (Intel Xeon X5675) (144 GB/2*6 Core) 

Number of Systems required = Max ((Total RAM/RAM per system),(Total Cores/cores per system)) + 1 

Number of Systems required = Max ((600/144),(40/12)) + 1 

Number of Systems required = ~4 + 1 = 5 Virtualization Servers 
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Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

Sizing the Session Layer 

A production deployment consists of one primary Oracle Virtual Desktop Infrastructure host and 
at least one secondary host to provide redundancy and throughput. The Oracle Virtual Desktop 
Infrastructure servers host the embedded MySQL Server database for the Oracle Virtual Desktop 
Infrastructure data, route information between clients and desktops, and provide the broker 
functionality that delivers the desktops to the clients. 

The primary Oracle Virtual Desktop Infrastructure server requires a dual-core CPU and 2 GB of 
memory as a baseline. The Oracle Virtual Desktop Infrastructure servers (primary or secondary) 
that run desktop sessions require resources that scale proportionally to the number of running 
desktops. Our (n+1) resilience model requires that we add an extra server to cater for failure of 
another node. 

Calculating Total CPU Requirements for Session Management layer 

From internal measurements we see approximately 50 sessions per core. The CPU requirements 
for our 500 users at the session management layer is, therefore, as follows: 

Cores required = number of desktops/50 

Cores required = 500/50 

Core required = 10 

Calculating Total Memory Requirements for Session Management layer 

From internal measurements, each virtual desktop session requires approx. 32MB memory. The 
session management requirements for our 500 users becomes: 

RAM required = number of desktops * 32MB (+2GB for Primary)
 

RAM required = 500* 32MB (+2GB for Primary)
 

RAM required = 20GB (+2GB for Primary)
 

Hardware Choice for Session Management layer 

We again chose the Oracle Sun X4170 M2 server range for this tier. Although resource 
requirements are not as high and we could get by with dual 4-core servers, it is preferable to use 
the same model as the virtualization server layer to meet out homogeneity design goal. However, 
we don’t need a fully populated memory configuration. As above, for resilience we adopt the (n+1) 
model which requires that we add an extra server to cater for failure of another node. 

In this configuration we would need: 

Sun Fire X4170 M2 (Intel Xeon X5675) (48 GB/2*6 Core) 

Number of Systems required = Max ((Total RAM/RAM per system),(Total Cores/cores per system)) +1 

Number of Systems required = Max ((34GB/48GB),(20/12)) +1 

Number of Systems required = 2 +1 = 3 Session Management Servers 

Sizing the Storage Layer 

The storage layer is responsible for holding the virtual hard drives (e.g. the desktop’s C: drive) of 
our user population. Windows 7 was designed for PCs with local, dedicated disk resources. 
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Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

Therefore, the IO capabilities of the VDI system play a very significant role in delivering a good 
user experience. 

From our performance requirements above we know that we need to deliver 5-10 IOPS per 
Windows 7 desktop in steady state. Secondly, we also need to design into our system some ability 
to cope with peak usage demand, such as at boot and login time. For example, a full boot sequence 
for Windows 7 requires approximately 20,000 IOPS. 

Today’s modern SAS or SATA disks can deliver 60-200 IOPS individually and so simply increasing 
the number of spindles is the most obvious way to reach the numbers we are looking for. But by 
also incorporating a 1 TB SSD read cache we can get to 250 IOPS. 

CALCULATING THE STORAGE IOPS FOR 500 DESKTOPS 

IOPS IOPS required = number of desktops * 10 

Number of disks = 5000 / 250 

Number of disks = ~20 

Assume 10 IOPS/user 

Assume 250 IOPS 

15,000rpm disks deliver ~175-210 IOPS + 

1TB SSD read-cache 

We also need to get the bits across the wire typically via the iSCSI protocol. To avoid the encoding 
and decoding of iSCSI traffic becoming a bottleneck, and to provide horsepower to drive the 
acceleration logic, we need to ensure the storage controller, or head, is adequately sized. Finally, we 
should ensure that the bandwidth available is sufficient too. 

CALCULATING ADDITIONAL STORAGE PARAMETERS 

ATTRIBUTE FORMULA RATIONALE 

Computational power Number of cores = number of virtual disks in use / 200 

Number of cores = 500 /  200 

Number of cores = 2.5 

Experiments have shown that a dual-head 

(active/active) 7320 storage with 2 CPUs 

and 4 cores per CPU can serve up to 2 * 2 

* 4 * 200 = 3200 virtual disks 

Memory size Additional maximum of 48GB RAM recommended Extra free memory deployed in the 

controller can be used as a disk cache, 

which reduces the access time. 

Bandwidth Average Network bandwidth [Mb/s] = number of virtual 

disks in use * 0.032 Mb/s 

An 7320 appliance with one Gigabit 

Ethernet interface can serve up to 1000 / 

0.032 = 31250 virtual disks 

Peak Network bandwidth [Mb/s] = number of virtual 

disks in use * 40 Mb/s 

An 7320 storage with one Gigabit Ethernet 

interface can serve up to 1000 / 40 = 25 

virtual disks 

Disk Capacity Disk space [GB] = number of desktops * size of the 

virtual disk [GB] 

The 7320 can deliver up to 192 TB of raw 

disk capacity. 

Hardware Choice for Storage layer 

We chose the Sun ZFS Storage 7320 Appliance for this tier with 1 Disk Shelf, which can hold up 
to 24 disks, for 500 users. We recommend max memory configuration and the SSD read-cache 
option for maximum performance. 

In this configuration we would need: 

Sun ZFS Storage 7320 (Intel Xeon 2.4 GHz) (72 GB/2*4 Core) 

9 



             

 

          

      

      

              

   

                 
          

           
        

Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

Number of controllers = 2 (for resilience and throughput) 

Number of shelves required = 20/24 

Number of shelves required = 1 

For each additional 500 users we can simply add more spindles by adding a shelf of disks. 

Sizing the Network 

To ensure that networking is not a bottleneck, and to meet the high availability design goal for 
networking which uses 2 switches, we recommend that the storage controllers and session 
management servers be configured with 8 * 1GbE NICs. The virtualization servers need only the 4 
onboard NICs. See later for configuration of networking. 

10 



             

 

  

         

        

 

             

             

            

            

             

 

 

  

               
               

   

 
 

  
    
    
    
    
    
    
    
    
    
    
    
   
    
    
    
    
    
   
   
   
   
   
   
   
   
   
   
   
   
   
    
   
   
   

   
   
   
    
    
 

 

  
  
  
  

 

  
    
    
    
    
    
    
    
    
    
    
    
   
    
    
    
    
    
   
   
   
   
    
    
   
   
   
   
   
   
   
   
   
   
    

    
 

 

  
  
  
  
 

 

  
  
  
  

 

  
    
    
    
    
    
    
    
    
    
    
    
   
    
   
    
   
   
   
   
   
   
   
   
   
   
   
   
   
   
    
    
 

 

  
  
  

  
 

 

  
  
  
  
 

 

  
  
  
  

 

        

       

       

Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

The Building Blocks 

From the calculations above we arrive at the following model using 500 user building blocks: 

ACRONYM TIER MODEL CPU TYPE NETWORK MEMORY DISK RACK 

UNITS 

VCS VDI Core Server X4170 M2 2x6-core X5675 8 NICs 48GB 2 1 

VVS VDI Virtualization Server X4170 M2 2x6-core X5675 4 NICs 144GB 2 1 

SCS Storage Ctrl Server 7320 2x4-core Default 8 NICs 72GB 2+2 SSD 2 (HA) 

SET Storage Expansion Tray Disk Shelf None None None None 24 x 300GB 4 

To further simplify this we can group the components into bundles as follows: 

BUNDLE NUMBER OF USERS VCS VVS SCS SET 

Starter bundle 500 2 5 1 1 

Extension bundle 500 1 4 0 1 

The Starter bundle incorporates the (n+1) servers required for high availability. These can then be 
added together to build larger deployments, for example, the 500, 1000 and 1500 user racks would 
look something like: 

500 User Rack Config 1000 User Rack Config 1500 User Rack Config 
U# Front View Use U# Front View Use U# Front View Use 
42 42 42 

41 41 41 

40 40 40 

39 39 39 

38 38 38 

37 37 37 

36 36 36 

35 35 35 

34 34 34 

33 33 33 

32 32 32 

31 31 31 VDI 
30 30 30 VDI 
29 29 29 VDI 
28 28 28 VDI 
27 27 27 Virtualization 
26 26 26 Virtualization 
25 25 25 Virtualization 
24 24 24 Virtualization 
23 23 23 Virtualization 
22 22 VDI 22 Virtualization 
21 21 VDI 21 Virtualization 
20 20 VDI 20 Virtualization 
19 19 Virtualization 19 Virtualization 
18 18 Virtualization 18 Virtualization 
17 17 Virtualization 17 Virtualization 
16 16 Virtualization 16 Virtualization 
15 15 Virtualization 15 Virtualization 
14 14 Virtualization 14 Storage Head 
13 VDI 13 Virtualization 13 Storage Head 
12 VDI 12 Virtualization 12 Disk Shelf 
11 Virtualization 11 Virtualization 11 

10 Virtualization 10 Storage Head 10 

9 Virtualization 9 Storage Head 9 

8 Virtualization 8 Disk Shelf 8 Disk Shelf 
7 Virtualization 7 7 

6 Storage Head 6 6 

5 Storage Head 5 5 

4 Disk Shelf 4 Disk Shelf 4 Disk Shelf 
3 3 3 

2 2 2 

1 1 1 
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Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

Network Configuration 

To meet our requirement of a fully resilient architecture we need to use 2 switches and ensure that 
traffic between the different layers is split across the switches. We also have the requirement to 
separate the front-end network from the back-end network. 

Storage tier 

Virtualization tier 

Session 
management tier 

Client tier 

Front-end 
network 

Back-end 
network 

The devices on the back-end network will be the 2 storage heads , the Virtualization hosts and the 
session management servers. 

The devices on the front-end or external network will be the session management servers, so that 
the clients can connect to them, and those NICs on the virtualization server which provide 
networking for the VMs. 

Storage Servers Network Configuration 

The 2 storage controllers should be setup in an active-active configuration, meaning both heads 
actively serve data, but if one fails, the remaining one takes over the identity of the other one and 
continues to serve the data on its behalf. For this setup each head has 4 active, trunked GBit ports 
and 4 passive ones, for the failover case. So in aggregation, the storage serves 8 Gb/s, which is 
about 1MByte per user per second considering thousand concurrent users. 

Virtualization Servers Network Configuration 

The virtualization servers use 4 network ports serving storage, RDP traffic and external network 
access for the Windows desktops running in the VMs. These can be configured with 2 ports in an 

12 



             

 

             
 

                  
                 

     

              
          

 
               
             

                 
   

   

              
                   

              
  

Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

IPMP group for failover capability on the back-end network, and 2 ports configured similarly on
 
the external network.
 

Each virtualization host is sized for up to 125 users, which gives 6 MByte per user per second.
 
This should easily cover the storage traffic as well as the display traffic (RDP) or data traffic (USB).
 

Session Management Servers Network Configuration 

The session management servers are sized for 500 users. Each server will be connected with 4 
ports into the datacenter network, configured with 2 ports trunked (LACP) to each switch. This 
will provide a capacity of about 2 MByte per user per second. This will mostly be used for RDP 
and USB traffic, as well as a small portion of administrative traffic. A session management server 
will also have 4 ports configured into the external network for the client communication based on 
ALP. Again here are 2 MBytes per user per second available, which will easily handle all incoming 
and outgoing traffic. 

Client Network Configuration 

The networking on Sun Ray Clients and the Oracle Virtual Desktop Client on Windows PCs, 
Macs, Linux or iPads, is very easy to configure. In many cases the client is simply plugged into the 
network and the server is automatically discovered, or a specific server address can be used to 
connect to. 

13 



             

 

   

  

              
               

         

 

  

            
              

           
         

        
             

         

   

                  
    

  

                  
                 
             

  

   

                
           

       

  

              

                
         

    

               

 

Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

Configuring the Software 

Storage Configuration 

Details of how to set up the storage tier can be found in the Oracle Virtual Desktop Infrastructure 
documentation, the manual for the ZFS Storage appliance, and the white paper How to Deploy a 
Sun ZFS Storage Appliance in an Oracle Virtual Desktop Infrastructure: 

http://www.oracle.com/technetwork/articles/servers-storage-admin/zfssa-oracle-vdi-398526.html 

VDI Configuration 

The Oracle Virtual Desktop Infrastructure software consists of the session broker and the 
virtualization software. The setup is intuitive and simple. The configuration of the software stack is 
done nearly exclusively through the Oracle Virtual Desktop Infrastructure administration software. 
It encompasses tasks such as configuring the resources (virtualization hosts and storage servers) 
called “desktop providers”, configuring virtual machines as templates, their replication and 
grouping into pools, as well as assigning pools and virtual desktops to users and groups. Details 
can be found in the Oracle Virtual Desktop Infrastructure Administration Guide. 

Windows Desktop Configuration 

Before importing the template for the target Windows 7 desktop, it is a good idea to streamline the 
VM for VDI deployment. 

Block Alignment 

By aligning the disk blocks in a virtual disk with the disk block boundaries of the storage device, 
multiple disk access operations can be reduced to a single read or write. Consult the Oracle Virtual 
Desktop Infrastructure documentation for details on how do adjust the Windows virtual disk 
block alignment. 

Optimizing Display Performance 

To increase the responsiveness of the display of the Windows desktop certain settings, such as the 
desktop background, screen-saver and mouse pointers, can be adjusted in the Windows VM. See 
the Oracle Virtual Desktop Infrastructure documentation for details. 

Windows services 

Some Windows services have a detrimental effect in a VDI deployment and should be disabled: 

•	 Windows 7 uses a service called SuperFetch that improves performance of local PCs but whose 
disk intensive nature affects overall performance in a VDI architecture; 

•	 Windows Search service; 

•	 Virus scanning procedures should be handled with care and not executed during working hours. 

14 
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Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

High Availability 

It is worth reviewing how our suggested implementation stacks up against our resilience design 
goal. 

Our high availability design means that we cope with the following events: 

FAILURE IMPACT 

Disk failure No impact 

Storage controller failure Second controller takes over 

Switch failure System continues to function though throughput is temporarily impacted until Switch 

is repaired 

Virtualization server failure Connection to existing session broken. 

New session provided when user logs back in. 

Session Management Server failure Users connected to failing server need to log back in and will be routed through a 

different session server to existing Windows session with zero data loss. 

The (n+1) approach means no impact in quality of service. 

Primary fails: Secondary takes over. 

Client fails User can reconnect immediately from another client with zero data loss. 

15 



             

 

  

              
            

        

     

           
         

  
    
 

            
           

        

               
               
  

           
            

             

Oracle Virtual Desktop Infrastructure - A Design Proposal for Hosted Virtual Desktops 

Conclusion 

This paper has discussed how to size and build a virtual desktop infrastructure deployment for 
Windows users. We discussed the high level architecture, we explained capacity planning and we 
discussed design decisions based on scalability, availability, security and performance. 

Oracle Virtual Desktop Infrastructure is designed to be “Complete, Open and Integrated”: 

•	 “Complete” indicates that Oracle Virtual Desktop Infrastructure can provide all the 
components to deliver a full virtual desktop solution. The customer simply provides the 
golden image of the desktop and Oracle can provides the rest, including the server and storage 
hardware to run the different tiers, and even the client devices to access the data center 
desktops. 

•	 “Open” describes the fact that Oracle Virtual Desktop Infrastructure supports a choice of 
components at several of the above tiers. For example, customers may wish to use their 
existing server hardware, or virtualization software or storage systems. 

•	 “Integrated” implies that should you choose to use the Oracle components of the stack, you 
will benefit from the optimizations that have been designed into the product to deliver the 
best experience. 

A complete VDI solution requires tying together server hardware, storage hardware and 
networking technology, in addition to deploying VDI software. Oracle is alone as a VDI vendor in 
being able to deliver the complete stack: software and hardware engineered to work together. 
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